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ABSTRACT
There is a lack of hands-on exercises in cryptanalysis offered at
the university level for a variety of reasons. One reason is the high
amount of computations needed to complete cryptanalysis attacks.
However, enabling students to perform fixed prefix SHA-1 collision
attacks on PDFs does not require any advanced computation power.
This paper presents a hands-on exercise for university students and
professionals to generate SHA-1 collisions. The exercise shows how
SHA-1 is vulnerable to fixed-prefix collisions, and how students are
able to leverage existing tools to create their own SHA-1 collisions
between arbitrary PDF files. In our two classroom runs of the exer-
cise, over 90% of the students who performed the exercise found it
to be a useful tool to reinforce their knowledge of SHA-1 collisions.
The exercise increases awareness about hash collisions and urges
caution when dealing with digitally signed PDFs that utilize SHA-1
as their hashing mechanism. To our knowledge, this is the first exer-
cise designed to introduce practical SHA-1 collisions for students in
the classroom.
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1 INTRODUCTION
Cryptographic hash functions are an important building block used
in digital certificates and network protocols such as SSL/TLS and
SSH that require data integrity. The requirements, properties, and
applications of cryptographic hash functions are usually discussed
in security courses. Student understanding of the usage, benefits,
and weaknesses of cryptographic hash functions is therefore essen-
tial to prepare them for industrial or academic environments where
they may be asked to assess protocol acceptability or suggest im-
provements on designs requiring assured data integrity. Students
need to know the specific definition of security which pertains to
cryptographic hash functions.

Computational security is fulfilled when cryptographic hash func-
tions meet several levels of resistance. They must assure preimage
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resistance, in that it is not computationally feasible to find a plain-
text message m that hashes to a known hash h. They must assure
second preimage resistance, in that it is not computationally feasible
to choose plaintext messages n and m, n!=m, where the hashed out-
put H(n) is identical to the hashed output H(m). Finally, they must
assure collision resistance, in that it is not computationally feasible
to find any pair of messages, (n,m), such that their hashed outputs
are identical [11]. Only under the assurance that all three levels of
resistance are met is it said that a cryptographic hash function is
computationally secure. Once a hash function does not meet one of
these criteria, it is no longer considered computationally secure; this
is the case of SHA-1, whose collision resistance has been disproven.

Although the SHA-1 hash function has been theoretically attacked
since 2005 [13], there had been little exposure of the insecurity of
SHA-1 until Steven et. al. [7] provided a proof-of-concept collision
in 2017 on two unique PDFs. Forty-eight hours after the release
of their paper, code was released on Github enabling their fixed
prefix to be leveraged to create arbitrary PDF collisions. When these
attacks were released, major browsers like Chrome and Mozilla
Firefox deprecated their support for SHA-1 signed certificates.

Yet students still have little attachment to this attack or its reper-
cussions. Explaining the hash function compression functions re-
quires familiarity with discrete mathematics and some formality of
cryptanalysis. Therefore, a gap exists between getting students to
acknowledge a cryptographic hash function is insecure and proving
its insecurity in practice. This gap is further widened by the difficulty
of abstracting complex bit operations while explaining compression
functions to students without prior cryptography experience and the
high amounts of computation necessary for cryptanalysis attacks
to complete. To help bridge the gap, more hands-on exercises in
cryptanalysis should be offered at the university level which are
easy to perform with minimal setup time. To our knowledge, there
have been no known classroom exercises creating SHA-1 collisions
offered to date.

In this paper, an exercise is presented which allows for students
to enhance their understanding of practical hash functions collisions
by allowing them to create their own SHA-1 fixed-prefix collisions
from two distinct PDFs. The exercise is useful for students to realize
how potent hash collisions can be, while allowing them to learn
more about the SHA-1 hash function and the fixed-prefix attack lim-
itations. Due to the targeted fixed-prefix near-collision blocks being
precomputed before the attack begins, the SHA-1 exercise works
well on students’ laptops and performs in minutes. The exercise also
gets rid of the pre-exposure barrier for complex cryptanalysis; one
does not need to be an expert in cryptography to perform an attack
on SHA-1. The exercise was developed in the Fall of 2017, offered at
the University of Virginia in the Spring 2018 and Fall 2018 Network
Security course, and performed by 80 students.
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The rest of the paper is organized in six additional sections. Sec-
tion 2 will discuss notable collision attacks on MD5 and SHA-1
within the past twenty years. Section 3 will discuss prior work on
SHA-1 collisions and the exercises derived from past educational
tools, as well as how others are providing exercises to students in
security and our prior attempts. Section 4 introduces the exercise
and the procedure followed by the students to perform it. Section
5 presents the design of our SHA-1 exercise and the goals which
it aims to accomplish. Section 6 displays how the exercise’s utility
was tested and the results of its offering. Section 7 explains intended
future work on the exercise. Finally, Section 8 concludes with final
thoughts on this exercise and its implications.

2 HISTORY OF COLLISION ATTACKS
Over time, many hash functions are cracked through cryptanalysis
and no longer hold collision resistance. For instance, MD5 was
theoretically broken by Wang and Yu in 2005 [14] by a modular
differential attack and leveraging bit conditions found in the rolled
out MD5 compression function. This attacked allowed for certain
colliding properties to be met and for the creation of two colliding
messages in about 239 operations - a significantly faster approach
than brute force guessing. Based off of this attack, in 2007, Stevens
et al. [9] were able to construct two X.509 certificates [3] with
different name fields but identical digital signatures. This was the
first practical proof-of-concept for MD5 showing that its insecurity
could be dangerous for users and companies to continue to validate
certificates which were signed using MD5.

Similarly, SHA-1 had the first attack on its construction function
in early 2005 which explained a theoretical attack to find collisions
in 280 operations [5]. That same year, collisions were witnessed in
269 operations [12]. Though not shown to be insecure in practical
application, Microsoft announced in 2013 that they would not accept
SSL certificates using SHA-1 after January 1st , 2017 [1] [10]. This
announcement came after the Flame attack in 2012, where a rogue
X.509 certificate had been successfully signed to appear to be trusted
by a Microsoft Root Authority. This certificate had been used to
download malicious software during Windows updates to computers
with the certificate installed [4]. The SHA-1 algorithm was fully
broken in 2016 after researchers concluded that they had found
collisions in the full algorithmic design [8].

3 RELATED WORK
Our prior work on MD5 serves as an example of an exercise dedi-
cated to collision education. An exercise created in the Fall of 2017
allowed students to create MD5 collisions on any two images using
an Amazon t2.large EC2 server within 24-99 hours. The exercise also
served the purpose of introducing them to the process of collision
generation.

However, this exercise lacked scalability and did not prove to
be cost-effective for an academic setting. Each student’s collision
required a large amount of computation power and over 1 GB of
RAM for the collision process, and could not be parallelized on the
server. Due to these constraints, a class of 50 students would require
50 EC2 servers to create one collision per student, running at a cost
of 11.55 USD per student.

We decided that this was too high a cost for students to pay, and
unreasonable for universities to cover for the end result. Despite its
drawbacks, the design of the collision creation exercise and the for-
mat of the information presented to students did serve as references
on how to build the SHA-1 exercise documentation.

Since the SHA-1 break, we have not found any classroom exer-
cises created focused on introducing SHA-1 to students. However,
there have been programs released allowing users to create and test
SHA-1 collisions. Marc Stevens, one of the key researchers involved
with the SHA-1 fixed-prefix attack, released a SHA-1 collision de-
tection library and command line tool which allows for the detection
of collisions in files using cryptanalytic tools [6]. Although this
library’s documentation has some detail about the SHA-1 hash func-
tion, the detection program and command line tool are mainly for
protective measures rather than for education.

Erling Ellingsen created an online tool that allowed users to make
PDF collisions using the fixed-prefix attack with files under 64 kB in
size [2]. This tool, while taking advantage of the collision, restricted
the size of both files as a result of the JPEG comments they were
embedded in requiring they be 64 kB or less. The tool also failed to
inform the user of what was happening in the collision creation.

Robert Xiao, a researcher at Carnegie Mellon University, created
a tool on Github called sha1collider [15] which permitted users to
generate PDF files greater than 64 KB with colliding SHA-1 check-
sums by introducing restarts within the JPEG comments. Currently,
not all PDF viewers support comment restarts, so collisions created
with restarts embedded cannot always be opened in generic PDF
viewers like Adobe Reader.

Xiao also implemented a specific “progressive" JPEG feature in
which users could format images into progressive JPEGS, allowing
some with lower resolution to forego the restart markers and render
normally on PDF viewers. Due to its simple commands and reliabil-
ity under the progressive marking for small, lower resolution PDFs,
the sha1collider tool is what we ultimately decided to use for our
exercise creation.

Since the SHA-1 break, we have not found any classroom exer-
cises created focused on introducing SHA-1 to students. However,
there have been programs released allowing users to create and
test SHA-1 collisions. Marc Stevens, one of the key researchers
involved with SHA-1’s fixed-prefix attack, released a SHA-1 colli-
sion detection library and command line tool which allows for the
detection of collisions in files using cryptanalytic tools [6]. Although
this library’s documentation has some detail about the SHA-1 hash
function, the detection program and command line tool are mainly
for protective measures rather than for education. Erling Ellingsen
created an online tool allowing for users to make PDF collisions
using the fixed-prefix attack with files under 64 kB in size[2]. This
tool, while taking advantage of the collision, restricted the size of
both files as a result of the JPEG comments they were embedded in
requiring they be 64 kB or less. The tool also failed to inform the
user of what was happening in the collision creation. Robert Xiao, a
researcher at Carnegie Mellon University, created a tool on GitHub
called sha1collider, permitted users to collide files greater than 64
KB in size by introducing restarts within the JPEG comments. Cur-
rently, not all PDF viewers support comment restarts, so collisions
created with restarts embedded cannot always be opened in generic
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PDF viewers like Adobe Reader [15]. Xiao also implemented a spe-
cific “progressive" JPEG feature in which users could format images
into progressive JPEGS, allowing some with lower resolution to
forego the restart markers and render normally on PDF viewers.
Due to its simple commands and reliability under the progressive
marking for small, lower resolution PDFs, the sha1collider tool is
what we ultimately decided to use for our exercise creation.

4 THE SHA-1 COLLISION EXERCISE
In order to enable students to generate their own PDFs with colliding
SHA-1 checksums, we introduced the concept and theory in class,
assigned them a hands-on exercise which we designed, and asked
them questions about what they learned in the exercise and on paper
exams.

In class, we explained cryptographic hash functions, the SHA-1
fixed-prefix collision, and how this collision was leveraged to cre-
ate the program used in the exercise. In the hands-on exercise, the
students were introduced to checksums and were asked to perform
checksums on two pre-downloaded files, as well as run the program
on the files and assure their output SHA-1 sums were equivalent. In
addition, students were asked to download their own files, manipu-
late them, run the colliding program on them, and attempt to email
them to an instructor and record what happens.

The hands-on exercise is contained in a preconfigured Kali virtual
machine with all necessary scripts and dependencies required to run
the sha1collider software. It also comes preloaded with two PDFs
called realsylabus.pdf and fakesyllabus.pdf, shown in Figure 1, to
be used for their first SHA-1 collision generation.

Figure 1: The two preloaded PDFs

Students are asked to compute the files’ SHA-1 checksums and
confirm that they are different, explicitly asking the first major ques-
tion of “Are the sha1sum values different?". After confirming their
unique checksums, they are asked to check and record the individual
file sizes using a given command. They are then told to run the
sha1collider program on the two files, which produces output files
out-realsyllabus.pdf and out-fakesyllabus.pdf. With these files, stu-
dents are asked to repeat previous measurements of their file sizes
and checksums. Students should find that both the file sizes and
checksums appear the same.

It is assured that the key point in this exercise is known by asking
them if the PDFs’ contents are visibly different and ask them to open

both files. With all other instructions followed properly, the content
of both output files should be distinctly different. It is expected
that students have understood, using evidence-based practice, that
the sha1collider tool has taken the fixed-prefix collision prefix and
appended it to their new, combined suffixed PDFs.

After students complete the first portion of the exercise, the con-
cepts learned are reinforced and they are given a document template
which includes undefined lease terms, as shown in Figure 2. Students
are asked to complete the agreement by filling out their own custom
terms and names twice, thereby creating two different PDFs. At
this point, we ask them to generate the corresponding colliding files
using the sha1collider tool. Thus, students not only learn about the
collision, perform it on given, known-to-work files, but also create
arbitrary files of their own to collide.

Figure 2: The rental agreement given for students to fill out

5 EXERCISE DESIGN
This exercise design focused on three major goals: (a) the exercise
must be easy to complete, (b) it must be useful for students to
perform, and (c) it must reinforce their prior knowledge about SHA-
1 hash collisions. These three goals guided our exercise development
and will be individually discussed at length.

In order to establish these goals, we gave the students a document
with step-by-step instructions to guide them to their first collision
creation, followed by instructions to perform their own document and
collision creations. In addition, the document included screenshots
allowing students to follow along with commands and supplement
their understanding of the material. The remainder of this section
explains the goals we had in mind while designing this exercises.
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5.1 Easy Completion
Students in computer science courses at universities are often asked
to download multiple virtual machines and software packages, while
also making multiple manipulations of their system settings in order
to begin different exercises. Our goal was to ensure that the exercise
was simple to run with the least amount of downloading and system
reconfiguration on the student’s end. Therefore, we ended up design-
ing this exercise to be pre-downloaded on a virtual machine used for
multiple other labs and projects during the semester.

The Kali virtual machine came with the sha1collider package
installed, as well as two previously-tested PDFs which could be
used in the collision generation. Furthermore, the lab instructions
came with a link to a document to be edited and used as another
PDF candidate for collisions. This document was guaranteed to
fit within the restricted JPEG size limit during progressive JPEG
creation. By giving students the pre-downloaded package on their
virtual machines, they had virtually no setup time, so long as they
downloaded the original virtual machine at the beginning of the
semester.

Alternatively, one could have decided to put these files and soft-
ware packages on a cloud-computing instance, as the generation of
the PDFs is not computationally heavy. However, since students must
download two files from the Internet during the exercise and must
keep their files for the duration of the lab, a single cloud instance
would be cumbersome for small classes, and nearly impossible to
manage for larger classes.

The lack of security of shared cloud instances was a major con-
cern; The private and public keys would have to be shared classroom-
wide and the possibility of cost-surges during exercise performance
meant that data was not guaranteed to be saved. Therefore, this
alternative proved infeasible. The possibility of handing students
instructions for downloading using the command line was also dis-
cussed but ultimately rejected in favor of the use of a virtual machine
in hopes that it would be a more uniform procedure between different
operating systems.

The final exercise format included step-by-step instructions, plus
screenshots of each step being performed. This visual aid assured
that students would not get lost during the exercise or have syntax-
related issues during the exercise, allowing them to focus on the
conceptual material.

5.2 Utility of Exercise
In order to assure that our exercise would be useful for students’ un-
derstanding of the danger of hash collisions, we took the commonly-
used rent contract abstraction to the next level. Students downloaded
two rental lease agreements and were asked to fill each out with
different terms. These two agreements were then used to create two
different, colliding PDFs using the fixed-prefix and near collision
blocks with the sha1collider tool.

This portion of the exercise gave students a tangible example
which they created themselves in which they were able to see the
original and output colliding files’ new SHA-1 checksums. Then,
students were asked to attempt to send these files to their teaching
assistant or instructor. When students tried to do so using their
university email accounts, they were stopped and a “Virus detected"

notification was shown, informing the student of the prefix-collision
being recognized by the email server.

5.3 Knowledge Reinforcement
Finally, the exercise was required to enforce the curriculum covered
in a cybersecurity course about cryptographic hash functions and
known collisions for it to be considered useful in facilitating stu-
dent’s learning. In order to do this, an overview of cryptographic
hash functions was included, as well as a high-level, detailed section
about the fixed-prefix attack performed on SHA-1.

There were also multiple steps included at the beginning of the
exercise to walk students through how to check SHA-1 checksums
via the command line openSSL tools, and gave an explanation of
what the sha1collider tool changes in PDFs.

6 ANALYSIS AND RESULTS
The exercise, given in the form of a PDF document distributed
online, was performed by 45 students at the University of Virginia
in the Spring 2018 Network Security course. The exercise was then
performed in the Fall 2018 Network Security course by 35 students.

All three of these goals were evaluated in a series of survey
questions given to students after they performed the exercises. These
questions and corresponding goals were as follows:

(1) How easy was it to follow directions? (Ease of Completion)
(2) How much do you think what you learned in this lab was

useful? (Utility of Exercise)
(3) How much do you think this lab reinforced your SHA-1 colli-

sion’s knowledge? (Knowledge Reinforcement)
For each survey question, students were asked to give a rating on

an integer scale between 1 and 5, with 5 being the highest positive
score. For our exercise to be considered successful, we expected the
majority of students to respond with a rating of 4 or 5, and expected
≥ 80% of students to respond with a rating of 3, 4, or 5.

The responses to all question were positive and met our success
criteria. When asked to rate the ease of following the instructions
given to them, 91% of students responded with a rating of 4 or 5
and 98% of students responded with 3, 4, or 5, as shown in Figure 3.
However, of the 2% of students who responded with a 1 or 2, all
were successfully able to complete the exercise in its entirety.

Figure 3: How easy was it to follow directions?
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When asked to respond about the utility of the information pre-
sented, as displayed in Figure 4, also fit our specified success criteria.
Seventy-two percent of students gave utility a 4 or 5 rating, and 93%
of all student responses were 3, 4, or 5 ratings. There was only one
1-rating given, indicating there was some utility presented to nearly
all students who completed the survey.

Figure 4: How much do you think what you learned in this lab
was useful?

In regards to the reinforcement of their knowledge, shown in
Figure 5, the results met our criteria and were similar to the responses
given when questioned about the utility of the exercise. Of the
students who completed the survey, 67% expressed high levels of
with a 4 or 5 rating and 90% of students responded with a 3, 4, or
5 rating. Only 7% of students gave a low reinforcement rating of 2;
only one student reported a 1 on their feedback. These results served
as positive motivation for continuing to give this exercise to teach
students about SHA-1 collisions.

Figure 5: How much do you think this lab reinforced your SHA-
1 collision’s knowledge?

Students in the Network Security class during the both the Fall
and Spring 2018 semesters had an exam a few days after they per-
formed the exercise that included questions about MD5 and SHA-1
collisions. In this exam, they were asked to answer two questions

about the SHA-1 hash function which had been discussed previously
during class lectures. These questions were:

(1) Is it feasible to generate 2 different PDF files with the same
SHA-1 checksum?

(2) Does SHA-1 maintain the second pre-image resistance hash
function requirement?

Of the 53 students who took the exam in the Spring 2018 semester,
49 students responded correctly to question 1. However, only 25
students answered question 2 correctly. Similar results were recorded
for students in the Fall 2018 semester; Of the 38 students who took
the exam, 32 students responded correctly to question 1, while only
18 students responded correctly to question 2. Our exercise, though
containing material about cryptographic hash functions and SHA-1’s
fixed-prefix collision attack, did not cover the difference between
pre-image, second pre-image, and collision resistance. Therefore, we
speculate that the first question may have been answered with a much
higher positive score rate due to the hands-on exercise that students
performed prior to examination. This speculation is supported by
the results of the students who did not perform the exercise; of the
students known to not perform the exercise who also took the exam,
one answered question 1 correctly and none answered question
2 correctly. Regardless, this information suggests that, to further
reinforce concepts to students, we should take care to address the
different levels of resistance which a cryptographic hash function is
required to meet for security within the exercise.

7 FUTURE WORK
It was incredibly useful for us to gain feedback immediately follow-
ing the release of our exercise from our students. While we did take
quantitative measurements of their satisfaction with the aforemen-
tioned goals on a 1-5 scale, we also allowed students to share their
opinions and thoughts on how to improve the exercise. Therefore,
the premise of our future work is based mainly on student and peer
suggestion on how to better engage the primary audience’s learning.

Notable feedback indicated that some students wanted more in-
tense, in-depth work to understand the lower-level collision creation.
Other students noted that they were shocked at how easy generating
colliding PDFs was by using the fixed-prefix collision. The majority
of students had positive comments and suggested that the exercise
was both fun and a unique learning experience.

Our future plan is to include the suggestions received from stu-
dents about how to better serve their interests. We will start by
requiring students to construct their own colliding PDFs from build-
ing blocks given through the fixed-prefix PDF, progressive JPEG
images, and PDF footers. This will allow the students to understand
the formation of PDFs and where the collision is occurring, while
reducing the amount of work needed for to generate colliding files.
This change would help students feel in control, see the low-level
framework of PDFs, and further enforce their understanding of the
limitations of this collision attack.

Furthermore, although our attempted exercise to introduce MD5
collisions to students was infeasible in a classroom setting, we plan
on making an instructional video showing the differential path search
process and providing an explanation on what this process intends
to achieve. We hope that with the additional classroom instruction,
students will become comfortable with more advanced cryptography
attacks on hash functions.
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8 CONCLUSIONS
In this paper, we presented how we designed and offered a hands-on
exercise on SHA-1 collisions in the classroom. The exercise was
easy for the students to perform, useful, and assured reinforcement
of theory taught in the classroom.

With over 90% of students having a positive experience with the
exercise’s utility and knowledge reinforcement, we are motivated to
continue to refine the SHA-1 hands-on exercise.

The feedback we received shows that the exercise has been a
valuable experience to the students. Our exercise is available online
here: https://github.com/aicsuva/Hands-on-SHA1-Collisions-Using-
sha1collider. Our future plan includes adding a PDF building block
section, students will be able to further understand the attack and
remember the vulnerability in their future work in the cybersecurity
field.
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